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CSlI Computer Crime & Security
Survey

The latest results from the longest-running project
of its kind

For the 13" year, CSI has asked its community how they were
affected by network and computer crime in the prior year and
what steps they've taken to secure their organizations. Over 500
security professionals responded. Their answers are inside...
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INTRODUCTION
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Key Findings
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DETAILED SURVEY RESULTS

NOTE: The dates on the figures refer to the year of the report (i.e., 2008); the supporting data is based on

the preceding year.
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Figure 1: Respondent Organizations by Industry Sector
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Figure 2: Respondent Organizations by Number of Employees
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Figure 3: Organizations by Annual Revenue
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Figure 4: Respondents by Title
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Budgeting Issues
! 0

Figure 5: Percentage of IT Budget for Security
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Figure 6: Awareness Training as a Percentage of Security Budget
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Figure 7: Percentage Using ROI, NPV, and IRR Metrics
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Frequency, Nature and Cost of Cybersecurity Breaches

9/ + ! ! !
* / +
0 I 1
0 I+ /
8 %
+ 1o :
I $ + 1
I & ()
I +
( ) !
C ! 0 0
+ + +
9/ 0
+ 1 + I *
+ 1+ ! ! G
* % ,
$ ( +)
& %
5 + 0 I I
+
/ 5
$ #& o




2008 CSI Computer Crime and Security Survey

HHH

Figure 10: Experienced Security Incidents
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Figure 11: Number of Incidents by Percentage

50 2008: 250 Respondents

45
77200?
I | I I i
ﬁ 10

40
=10 Dun t Know

35
30
25
20
15
10




2008 CSI Computer Crime and Security Survey

/6




2008 CSI Computer Crime and Security Survey

# 3 4556 4557 4550 4558 4551
) H H H H

H
-H -3H -@H  #H -H
# #H #H 3H H
% @H H H H H
( @3H @H AH H #H
3H @+ H H H
H -3H -H H ~H
¥ @  -H H H H
+ H H -H
# #H H 3H
-H
H
$ ! H AH -H @H  H
@H H AH #H AH
;& #H H AH H H
< H #H
y+ AH 3H
H H
= #H H
o @H @H
3H
3H




2008 CSI Computer Crime and Security Survey

8
I+
$ -& !
"33A3 ! "- ## I "A@ @ !
I 1ol
- 10 B !
! $3& ! ! 0 ! !
I
0 +
!
I I
/ I
% + ! !
A ## ) () !
* I+ "o AH# 5
|
% - #HHE U A3 HiHE




2008 CSI Computer Crime and Security Survey

C I
& 8 !
I I >
! +
+ + + 5
! 0 %
D *
"# - *
0 "ol
! !
+
5!
J+J ! +
| *
[N * ]
I I
5 * + +
' !
+ ! +
* J
+ J J + !
I $ +&
!
' + I !




2008 CSI Computer Crime and Security Survey

K! ! +
* / 6 Lo+
+ ! J +J |
] + % *
o $ *
] & ] I+ 1
$ &
B Lo 0 +
+
| @ 2 +
Security Technologies Used
5 I+
* 5 *
1 0 1 1
' ! 3# b $
& > + | * DC2
1 3 + ] A
] + 1 +
0 1




2008 CSI Computer Crime and Security Survey

5" ! .@H
5 ' 1 ! 3#H
5 ' ! H
; H
1 F 3H
? @ H
? $ & H
? I F259 -H
7! -H
7 - H
/ A.H
/ -H
B ! H
C L/ AH
' #H

' + AH

* @H

F ! -AH

D * ' .H
D C 2! +3$DC2& 3 H
D F AH
> F 8B AH
4 H




2008 CSI Computer Crime and Security Survey

Security Audits and Security Awareness Training
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Information Sharing
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New Questions
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General Concerns
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CONCLUDING COMMENTS
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A NOTE FROM ROBERT RICHARDSON, DIRECTOR, CSI:
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Regarding Methodology
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Regarding Use of Survey Statistics
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